INTRODUCTION AND CONTEXT
One of the central aims in current transport policy is to effect significant shifts in travelling patterns from private to public modes. This is consistent with environmental policies to reduce energy consumption, pollution, and traffic-related deaths/injuries; and with social policies to improve quality of life/health and reduce the levels of social exclusion. Thus, transport plays a pivotal role in a society aiming for sustainable growth.
There is no doubt that security and safety are major concerns to the "stakeholders" of public transport systems (i.e. passengers, staff, operating companies, regulators, local authorities, governments). Some of these concerns are based on actual situations that threaten personal security. Also, the perceptions that these stakeholders have of the level of security (and support) determine their level of concern. Therefore, one of the means by which patterns of travel can be changed is by improving the actual and perceived state of personal security in public transport systems. It is important to note that perception of risks to personal security can affect the patronage of public transport systems, because people may prefer not to make a trip at all, depending on personal factors and the way in which environmental factors affect each person. It is possible to analyse the circumstances and determine how security-threatening events could be detected (e.g. by computer systems) and how they can be better managed from an operational point of view. Such efforts on technical advances are exemplified by the work done by the authors under the project PERSEC (1, 2, 3), funded by the UK's Engineering and Physical Sciences Research Council (EPSRC). Such work recognises that technical advances are necessary but not sufficient to address personal security issues.
In an effort to make public transport systems safer and more attractive, public transport operators deploy a wide range of strategies, PRISMATICA (4) and Bui Trong (5) , that include tailoring of the environment, education of young people, liaison with the judicial system and, increasingly, visual surveillance through CCTV systems. Transport operators have a variety of objectives when it comes to surveillance. Firstly, the maintenance of safety is paramount especially where pedestrians are in proximity with vehicles (e.g. in platforms) or in situations that could lead to dangerous conditions (e.g. overcrowding). Secondly, it is important to maintain high levels of security by detecting, preventing and deterring anomalous, anti-social or criminal behaviour (e.g. intrusion to forbidden areas, pick-pocketing, aggression, wilful damage to equipment, rowdy behaviour, unattended packages, begging, etc.). An important aspect of the monitoring task is to be, and appear to be, in control of the premises, so that levels of perceived security are high.
The main characteristics of monitoring in these environments are that managers deploy a range of organisational (staff and procedures) and technical means and that monitoring is geographically distributed (within a station and within a complete network). Management takes place by converging information to "control rooms", both at local (station) and centralised (network) levels from where resources to deal with events are co-ordinated. Such information can encompass a variety of disparate sources such as traffic data, radio contact with ground staff and increasingly CCTV (Closed Circuit Television) images. The large amount of (mainly uneventful) data can lead to operator overload and longer reaction times. Therefore automation that deals with large distributed environments is highly desirable.
PRISMATICA is a project funded by the European Union (under its Framework V Programme, Transport and Energy Directorate) that brings together a number of European public transport operators, industrial companies and research institutions in an effort to understand the current status of security management and public perception and propose innovative solutions that combine social, organisational and technical aspects.
This paper outlines work done as part of this EU Project. The overall social context (summarised previously in this section), especially on perceived security, has been investigated through studies done by University College London in conjunction with stakeholders (staff, passengers, law-enforcement agencies) to define a set of monitoring requirements from the point of view of end-users. We then present work done by Kingston University and others on the design and implementation of a distributed architecture deployed in control rooms to assist the monitoring task.
The system consists of a supervisory front-end that has a familiar CCTV display, but also directs the operator to situations that need attention. The detection of events is carried out by a distributed set of "intelligent" devices, such as video processors, radio-based pedestrian location devices and audio processors. These devices communicate with the front-end through a CORBAbased communications protocol, by sending messages encapsulated in XML. The XML protocol has been defined in a generic manner to that it is the devices themselves that define what they are capable of (e.g. what events to detect and how detection can be scheduled/configured by users). Provision is also made for devices to communicate with each other (e.g. if an audio device alerts a camera device to focus on a particular event), multicasting information to the system as a whole and sending large amounts of data (e.g. video) through socket connections. The system has been evaluated in two major stations in London and in Paris.
SYSTEM DESIGN
To cope with different security and safety issues in public transport systems, the PRISMATICA system incorporates different intelligent detection devices, and each intelligent device monitors different surveillance aspects. Due to the distinctive properties of these aspects, detection devices operate differently (sample rates, input signals, configuration, etc.) In order to fulfil the real-time requirement and ease the maintainability and scalability of the system, each detection device has to operate independently.
Considering the limitation of computer processing power and the distinctive characteristics of each device, the PRISMATICA system is designed as a distributed system built upon a CORBA (Common Object Request Broker Architecture) network, where each device is a standalone sub-system. Through the distributed structure of the system, operators can monitor and control individual devices through a graphical user interface running on a supervisory system. Figure 1 shows the organisation diagram of the trial PRISMATICA system.
The PRISMATICA system consists of six major components:
Local Camera Network
The Local Camera Network is a multi-camera industrial surveillance system, developed by ILA (Intelligent Laser Applications GmbH) and INRETS (Institut National de Recherche sur les Transports et leur Sécurité) for automating certain monitoring tasks in a transport network, which includes tracking, intrusion detection in forbidden areas, passengers counting at entries or exits, and occupation rate in strategic areas, Velastin et al ( 6) and Cabie at al (7) . Due to the extensive computation required in those tasks, the Local Camera Network is a distributed processing system, where low-level information is processed locally in each camera unit. High-level information resulting from the camera unit is then sent across a local network to a local substation or central processing computer in order to reduce the network load. A Local Camera Network with eight cameras has been installed in Newcastle Airport (UK) for validating its functions.
Wireless data/video/audio Transmission System
For temporary video monitoring of sensitive areas (such as opportunistic delinquency, works, special events, etc), a wireless transmission system is designed in the PRISMATICA project. Developed by the CEA (Commissariat à l'Energie Atomique), the system is based on direct sequence spread spectrum (DSSS) asynchronous CDMA (A-CDMA) transmissions with wavelet compression (6, 7).
Intelligent Camera System
Similar to the Local Camera Network, the Intelligent Camera System, developed by INRETS, is a multicamera video surveillance system for detecting abnormal events, such as standing, standing, intrusion, queue lengths, counter-flow pedestrian traffic and people distribution. However, instead of distributing the processing in a network, the system is designed to be a single unit that can process up to four cameras. Whenever a situation is detected, the respective information is sent to the central system via the CORBA network so the operators can be alerted, localise the problem and take appropriate action.
Audio Surveillance System
To assist operators in assessing situations, an audio surveillance system, developed by Thales Underwater Systems (France), is incorporated in the PRISMATICA system for detecting distress calls ("help", "stop thief", etc) or shouts, during security problems, such as assaults and thefts (6, 7). As per the intelligent camera system, the detection results are sent to the central system for alerting the operators.
Contactless Passcard System
Most public transport systems have developed the concept of "help-points" whereby a passenger that needs assistance or information presses a button and is then connected to staff (usually in a control centre) (6, 7). Figure 1 Overall organisation of the PRISMATICA trial system
As the "help-point" is fixed and its position is known, the passenger can be located and assistance sent when necessary. At the same time, many public transport companies are developing the concept of a contactless "smart card" used as a ticket/pass and other value-added services. Applying the concept of merging the smartcard and the help-point technology, the Contactless Passcard System, developed by RATP (Régie Autonome des Transports Parisien), in the PRISMATICA project aims to improve the levels of actual and perceived security by equipping each smart card is equipped with a panic button. In case of an emergency, passengers can press the panic button to alert the staff. This provides better mobility and is less conspicuous than a conventional "help-point" (e.g. the smart card button can be activated while in a pocket).
MIPSA

MIPSA (Modular Integrated Pedestrian Surveillance
Architecture), developed by the authors, is a technical concept that uses state of the art technology to support human operators in their task to prevent and detect security-threatening situations.
Besides being the display and control front end of the PRISMATICA system, the MIPSA also has a small video matrix, a database system, an event recording system, a video acquisition and display system, and a video processing sub-system (6, 7) , that connects to the supervisory part using the same CORBA protocols used by any event detecting device. The user interface in the MIPSA provides a graphical presentation of the station layout together with the sensors marked at the installed location in order to assist operators in monitoring and controlling the sensors and actuators, as shown in Figure 2 . On the other hand, as a frame server (the video matrix) is included in the MIPSA, the MIPSA can capture and display 16 cameras simultaneously using a multiplexed signal. Live video are displayed on the MIPSA for operators to monitor the station, and in case of events a zooming function is provided for the operator to focus on the alarmed area. Figure 3 illustrates the video display of the MIPSA system.
As shown in Figure 3 , event messages, sent by devices, are logged and listed in the event window below the video displays, and all the logged messages are stored in the database for later retrieval. In addition to logging the event messages, the MIPSA is designed to be able to record the concerned video images in the database, and play back the recorded video together with the associated event messages. Object) are the CORBA communication objects for identifying devices and links to its functions. In addition to the connection between MIPSA and the devices, separate links (socket links) can be set up between devices, such that device specific information can be passed between the devices. Furthermore, through a multicast socket connection, large amounts of data (e.g. video) can be broadcasted to devices.
Figure 4 Connection diagram of a PRISMATICA unit
Communication protocol
Although CORBA provides an object-oriented interface of each device, any changes made in one object will require updates on all other interfacing objects. Thus, the entire system may need to be rebuilt to cope with any new devices. In order to ease the integration of new devices, modification of existing devices, while maintaining the CORBA object-oriented features, a generic protocol is defined for the PRISMATICA system. Figure 5 illustrates the UML diagram of the generic device model used to design the protocol. As shown in Figure 5 , like object-oriented programming, each device instance belongs to a class of devices (e.g. an intelligent camera device belongs to the class 'Intelligent Camera'). Each device consists of one or more (1..*) sensors (e.g. an intelligent camera device consists of 4 camera sensors), and each sensor defines one or more (1..*) event objects (e.g. the events monitored by each camera sensor in the intelligent camera device, such as standing, intrusion, queue lengths, counter-flow pedestrian traffic and people distribution). To ease the implementation of the interfaces and to enable the extension of the protocol, the protocol is defined using XML (eXtensible Markup Language). Figure 6 shows a sample register message defined for registering a device to the PRISMATICA system. For detailed information on the communication and protocol, please refer to Lo and Velastin (9).
<?xml version="1.0"?> <Register version="1.0" Name="Intelligent Camera" MinorName="2.0" SerialNo="Intel1" ReleaseDate="23/12/2001" NoSensor="1"> <Sensor Name="Camera-1" SensorType="Video" NoEvent="1"> <Event Name="Crowd" CanDisable="1" Type="Measure" SubType="Pulse" Priority="3"> </Description> <EventConfiguration No="1"> <Setting Name="Threshold" Title="Overcrowding" Type="NP" Range="0,100"> <Default No="0"/> <Init No="0"/> </Setting> </EventConfiguration> <EventReading No="0"/> </Event> <SensorConfiguration No="0"/> <Location position="20,30,1"/> <Coverage No="1"> <Cell position="20,30,0"/> </Coverage> </Sensor> <Configuration No="0"/> <Other No="0"> <Info name="Designer">Benny Lo</Info> </Other> </Register> Figure 6 Sample device register message.
CONCLUSIONS
In this paper we have outlined the main features of a distributed surveillance system developed for public transport applications, primarily for metropolitan railway networks. First the system has been developed using detailed studies of the needs of end-users, including a range of stakeholders such as managers, control room operators and passengers. This has been done by investigating not only actual events that need to be detected but also situations that lead to reduced levels of perceived security (such as the feeling of isolation in particular environments). Secondly, typical control room operations have been studied in detail and the system design has been inspired by and matches the distributed nature of the surveillance tasks, both in terms of geographical distribution as well as the variety of information processes that take place. Variability and scalability has been dealt by designing and implementing a generic XML-messaging system (so that it is the devices themselves that determine how they are controlled and what sort of information they can provide) operating on a CORBA-based architecture. This has allowed the integration of a range of detecting systems including video processing, audio processing and radio-based detection of mobile panic buttons (as part of a smart card). The system has been trailed successfully in two major environments: the London and Paris underground railway systems.
